YTBEPX/IEHA
IPUKAa30M JUPEKTOPa
ITIOY «CTT»
or _30.0Y. 781 Ne A4
(mpunoxenne Ne 4)

MHCTPYKIIUS
noJib30BaTeJd 1o paﬁoTe C HepCOHa.ﬂbelMH JAHHBIMH

L. OBIIHE TTOJIOXXEHMA

1.1, Hacrosmas Muctpykums ompemernser ofmue mpasuna paGoThl
cotpyaHuKoB I'TIOY «CTT» ¢ nepcoHanpHBIMU TaHHBIMH,

1.2. Ilepconanthble AaHHEIC B SIEKTPOHHOM BHAE 06pabarhiBaeTcs B
MHQOPMALMOHHBIX CHCTEMaX IEpPCOHANBHBIX NAHHBIX, Takke YCTAHABIMBAETCS
OCOOBIA MOPANOK 00paGOTKM M XpaHEHHUs IEPCOHATBHBIX JAHHEIX, COEePIKALTIXCS
Ha OyMa)XHBIX HOCUTEIAX.

1.3. Ilonb3oBareneM sBUseTcs Kaxnbii corTpynsuk ITIOY  «CTTy,
YJaCTBYIOIIHH B paMKax CBOMX (QYHKIHMOHATLHBIX 00S3aHHOCTEH B Impoleccax Kak
aBTOMATU3HUPOBAHHOM 00paboTku, Tak ¥ 06paboTki Ge3 MCIONE30BAHMS CPEACTB
aBTOMATH3AIIUH [IEPCOHANBHBIX JaHHBIX, a TaKKe UMEIOIHH JOCTYI K alNapaTHbIM
CpenCTBaM, MPOrPaMMHOMY 00eCTICYEHHI0, HOCUTETIM HHMOPMALUKM U CPeNCTBAM
3aIUTEI.

1.4. TIlonesomatens B cBoed paboTe pPyKOBOJACTBYETCS HACTOALIEH
Wncrpykuuedt, Ilpapunavu 06paGoTKil EpPCOHANBHBIX TAHHEIX, PYKOBOILIAMU U
HOpMaTHUBHBIMK JOKyMeHTaMu DCTIK Poccun u OCB Poccnu u apyrumu
nokymenTamMu ITIOY «CTT», permaMertupyromumu 06paboTKy MepCOHAIBHEIX
JTAHHEIX. '

1.5, Meroauyeckoe pyKoBOACTBO 10 paboTe ITomp30BaTeNs OCYIIECTBISIET
OTBETCTBEHHBIH 32 OpraHu3aluio o0paboTKy MePCOHANBHEIX JAHHBIX.

II. TEPMWHBI 1 OITPEIEJIEHM S

2.1.  Ilepconansuble nanHkle — mobas HHPOPMALINS, OTHOCAIASLCS K TIPIMO
HJIH KOCBECHHO OTIPENICTIEHHOMY MM OTIPEENieMoMy QU3HNYecKOoMy JHILY (Cy6heKTy
IIEPCOHABHBIX JAaHHBIX ).

2.2.  OGpaboTka nepcoHaNBHEIX JaHHBIX — JH000e HeifcTBre (Omepars) wiu
COBOKYNHOCTh NeHCTBHHA (Omepalui), COBEpPIIAEMEIX C HCIIONB3OBAHHEM CPEICTE
aBTOMATH3alMU WK 0e3 WCIONB30BAaHUA TAKUX CPEACTB C HEPCOHATBHBIMU
JaHHBIMH, BKIrouas cOop, 3aIllCh, CHCTEMATH3AIMIO, HAKOIUIEHHE, XpaHeHWe,
yrouHeHHe (OOHOBICHHE, M3MEHEHHE), M3BIEYeHHe, HCIONB30BaHUE, Iepeady
(pacripocTpanenue, NpeNOCTaBIeHHE, NOCTYI), OGE3NHUMBAHHE, GIOKMPOBAHKE,
yIaneHue, YHUUTOXKEHUEe IePCOHANBHEIX JaHHbIX.



2

2.3. AsroMaruzupoBaHHag  00pa0OoTKa  MEPCOHANBHBIX  JAHHBIX  —
00paboTKa MEPCOHANBHBEIX JMJAHHBIX C IOMOLIBIO CPENCTB BBIYUCIHTENBHON
TEXHUKHU.

2.4, PacnpocTpaHeHue TIEPCOHANBHBIX JNAHHBIX — NEUCTBHS, HAllPABICHHBIC
Ha PACKPBITHE MEPCOHANBHBIX JaHHBIX HEONPENENEeHHOMY KPYTY JIHIL.

2.5. TlpemocTaBneHHE MEPCOHANBHEIX NAHHBIX — NEHCTBUS, HAIpPaBICHHBIC
Ha PacKpBITHE TIEPCOHANBHBIX NAHHBIX OIPEACICHHOMY JUILY MM ONPEACICHHOMY
KPYTy JIALL. '-

2.6. UudopmanuonHas cucrema mepcoHanbHBX pAanEex (MCII[H) -
COBOKYIIHOCTH COJAepKalmxcs B 0a3ax J[JaHHBIX II€PCOHAIBHBIX JAaHHBIX M
obecneunBaonpx Ux 00paboTKy HHPOPMALMOHHBIX TEXHOIOIMH M TEXHHYECKUX
CPEICTB.

- 2.7. AsromarmsupoBanHoe pabouee wmecto (APM) — mporpammuo-
TEXHUYECKHH KOMILIEKC, MOCpencTBOM KoToporo Ilomp3oBarens BBIIOIHAET CBOU
IOIDKHOCTHBIE 003aHHOCTH (IEPCOHANBHBIM KOMITBIOTED, HOYTOYK, TEPMHUHAI H
it ) )

2.8. Hecauxmuonuposanueid moctyn (HC/) — moctyn x uH(OpMAIuH,
HAPYIIAIONNYA TpaBUia pasTpaHUYeHUs AOCTyNa C MCHIOIb30BAHUEM IUTATHBIX
CPEACTB, IPENOCTABISIEMBIX CPENCTBAMH  BBIYUCIUTENIBPHOM TEXHUKH WIH
ABTOMATH3UPOBAHHBIMU CUCTEMaMH.

2.9. TlocropoHHue Inuua — JHMLIA, KOTOpeElE HE UMEIOT IIpaBa
CaMOCTOSTENBHOTO JOCTyIa B ToMenleHue W (WJIM) HE UWMEIT IIpaBa
camocrositenbHoro goctyna B MCIIJIlH u (unm) He HMEOT JAoOycKa K
NIepCOHANIBHBIM aHHEIM.

2.10. CpenctBo 3aumThl HHGOPMAIMK OT HECAaHKLMOHUPOBAHHOIO JOCTYyINA
(C31 or HCJ) — mporpamMMHOe, TEXHHYECKOE WU IPOrPaMMHO-TEXHHYECKOE
CPEeNCTBO, HAlpaBJIIEHHOE HA TPEAOTBPAIICHUE WU CYUIECTBCHHOE 3aTpyHAHEHHE
HECAHKIIMOHMPOBAHHOI'O JIOCTYIa K UHHOOPMAIIH.

III. OBA3AHHOCTU ITOJIb3OBATEJLA

3.1. He pasriamars nepcoHanbHble JaHHBIE, KOTOPHIE OYIyT AOBEPEHBI UITU
CTaHyT U3BECTHHI B X0jie padodero mpoiiecca BO BpeMsl BBIIOIHEHHUS JOJDKHOCTHBIX
(mOTOBOPHBIX) 00SI3aHHOCTEH.

3.2. He coofuares ycTHO WM NHCBMEHHO, He IEpefaBaTh B KakoM JIHOO
BUe TPETHUM JIMIIAM W HE PACKPBIBAThL IIYOIWYHO IEPCOHAJIBHBIC DaHHBIE 03
CcoOoTBeTCTBYyMOIIETO paspemenus gupekropa [ TIOY «CTTy.

3.3. 3HaTh U BBHINOJHATH TpeOOBAHUS 3aKOHOAATENIBHBIX aKTOB Poccuiickoi
Qepnepanuuy, Hactosiwed MHCTpyKUMM MW IOpyIMX BHYTPEHHHX JOKYMEHTOB,
PETTIaMEHTUPYIOIINX OPAZIOK 00paboTKH MepCOHANBHBIX JaHHBIX.

3.4. Bremonsate Ha APM TONRKO Te OpolLeaypsl 00paboTKU NEPCOHANIBHBIX
JAaHHBIX, KOTOPEIE ONIPEACIIEHE] JOMKHOCTHON HHCTPYKIHEH.

3.5. 3Harp u coOnrojaTh YCTaHOBIEHHBIE TpeOoBaHMS 00paboTKU
NIePCOHANBHBIX JAaHHBIX, yUeTy, XpPaHEeHHUIO U IMIePECHIIKE HOCUTENeH HHPOPMAaLUy,
obecrieueHno 6€30MaCHOCTH IEPCOHATIFHBIX TaHHBIX.
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3.6. HcnonesoBaTs UL XpaHEHHS [IEPCOHANBHBIX JNAHHBIX  TOJEKO
OIIPENCICHHBIC MECTA XPAHCHNS ¥ YITCHHBIE HOCHTEIIH [IEPCOHANLHBIX TaHHEIX.

3.7. HesaMennurtenabHO, B KpaTdaliuue CPOKH,  COODIIATE JUPEKTOPY
ITIOY «CTT» 06 yrpare unm HemocTade HOCUTeNeH HH(OPMAaIUH, YIOCTOBEPEHHH,
[IPOIYCKOB, KIIOYEH OT MOMEINeHHH, XpaHmiui, celidoB u o apyrux ¢akrax,
KOTOPBIE MOTYT MPUBECTH K PA3IVIAIICHUIO TIEPCOHATIBHBIX NAHHEIX.

3.8. Ilpu mpexpamennu paGoT (TpynOBbIX OTHOILEHUI) BCe MAaTEpHANILHEIE
HOCHUTEH, COINCpKAIlKe IIE€PCOHANbHBIE JaHHBE ((IIe-HaKONUTENH, ANCKETHI,
ONTHHYECKHE NHCKH, IOKYMEHTBI, YePHOBUKH, PAcIeaTKd Ha IPUHTEPAX, KUHO- U
dboTomarepuansl, MOZENH, IPOMBIIIICHHEE 0GpasBl 1 Tp.), NepesaTh JUPEKTOPY
ITIOY «CocHOropcKuit TeXHOIOTHYEeCKHH TEXHUKY M.

3.9. Cobmozats TpeGOBaHNS HAPONBHOIM TTOTUTHKA (pasmen 4).

3.10. Cobironats TpeGOBaHMS aHTHBUDYCHOM 3aIMHTHI (pasmen 5).

3.11. Tlomp30BaTeny, MMEIONIHE BBIXON B WHuTepHeT, 00g93aHBI COOIIONATE
IpaBuila Ipud paboTe B CETSIX CBA3M OOINETO IMONL3OBAHUS U (mnu) cersax
MEK/TYHApOJTHOTO HH(OpMalMOHHOTo o6MeHa (paszen 6).

3.12. Ilone3oBaTenu, paGoTaroume ¢ SMEKTPOHHON TONIHCHIO I
HCIIONB3YIOMHe IMH(POBanHKe, 06s3aHbl coOMonars MHCTPYKIHIO 1Mo oOpareHuo
CO CPEIICTBAMU KPUNTOTpahuyecKko 3aum sl uHGOPMAITHH.

3.13. Dxpan MOHHTOpa B IOMEIUEHHH DPACIIONATATE BO BpeMs paboTHl Tak,
4TOOBl  MCKIFOYAaCh BO3MOYKHOCTD HECaHKITMOHUPOBAHHOTO O3HAKOMJIEHUS C
orobpaxkaeMol Ha HUX HHOPMAIHeH TOCTOPOHHAMYU JTHIAM, IITOPBL HA OKOHHBIX
IpOEMax JOJDKHET ObITh 3aBEITAHb (PKAO3H 3AKPEITHL).

3.14. OG0 Bcex BBUSIBICHHBIX HAPYIIEHHSIX, CBS3aHHBIX C HOPSAKOM
00paboTKM NMEepPCOHANBHBIX NAHHBIX, a TAK XK€ JJIs IOJNYYEHUN KOHCYJIBTAIUM II0
BOMpocaM 00paboTKM IIepCOHANBHEIX IAaHHBIX, HEOBXOIUMO oOpamarecs K
OTBETCTBEHHOMY 3a OPraHU3aIHI0 00pabOTKH NEPCOHANLHEIX NAHHEIX.

Iloab30BaTe/ISIM 3anIpenaeTes::

3.14.1. Hapymats ycranosnenuste B ITIOY «CTT» HHCTpYKIuH Mo
paboTe ¢ mepcoHaNbLHBIX JAHHBIX.

3.14.2, Mcrnone30BaTh  KOMITOHEHTEl HPOTPAMMHOTO U anmnapaTHOro
obecrieuenus I'TIOY «CTT» B HecnyKeGHEIX LENsX.

3.14.3. OcraBnare  cBoe  pabodee  Mecto  6e3 [IPUCMOT]A,
MPEABAPUTEBHO HE 3a0JOKUpOBaB (IITATHRIMH CPELCTBAMH  OIEPAIHOHHOMN
cucremer Windows — xomGuratumeii knasum [WIN] + [L] wiu [CTRL] + [ALT] +
[DEL] ¢ pampHeMINMM Ha)xaTHeM KHOIKH «BIOKHMPOBKaY MOSBUBIIErOCS MEHIO,
nmub0 TP TOMOIIM  INTATHEIX  CPEACTB  3AlUTEL UHQOpMaNUH  OT
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA [IPU HX HAJIMYHH).

3.14.4. OctaBiate Ge3s MPUCMOTpa WX HEyOPAHHBIMM B XPaHMIIMLIA
(xad, cefid) HOCHTENH MM OKYMEHTH], colepxanye IepcoHaNbHbIe JaHHBIE.
3.14.5. 3aMUCEIBATE U XPAHWUTD IIEPCOHAJNIBHEIE JAHHBIE HA HEYUYTEHHBIX

HOCHTENSIX MHPOpMaliK (ONTHYECKUX AMCKAX, TMOKMX MATHHTHEIX IUCKAX, urern-
HaKOIUTEJISIX U T.IL.).
3.14.6. CaMOBOJNIBHO H3MEHSATH COCTAB U KOH(DHUTYPALHIO UCITOJIB3YEMBIX
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IIPOrPaMMHBIX, AIIAPAaTHBIX, MPOTPAMMHO-aNIAPaTHRIX — CPEACTB, CAMOBOJIBHO
yCTaHABIUBATh IPOTPaMMHOE obecrnedeHue, OTKIIIOYATH/TIOAKIIOYATE
060pyIOBaHKE UK H3MEHATh PEKUMBL €10 PAOOTEL.

3.14.7. CamMoBonbHo Toxkmouats APM mmu mpyrue cpemcrsa Kk JIBC
AV PK «L{AT», usmensts IP-anpec, MAC-anpec 1 ¥HBIE gactpoiiku cet APM.

3.14.8. [IpousBoquth  JAeHCTBHUS, HAIPABIEHHBIC HA  TIOJYHCHHC
HecaHKIMOHUPOBAHHOro nocTyna K APM u cepBepam, paBHO Kak 1 TOOBIM APYTHM
yanam JIBC ITIOY «CTT» nnu UHTEpHET, B TOM IHCIIE!

= nefcTBus, HarmpaBJleHHBIE HAa  HapyIlICHUE HOPMAJIEHOTO
(DYHKIMOHUPOBAHUS ~ 3EMEHTOB  CeTd  (KOMIBIOTEPOB, APYIOro  CETCBOro
06opyIOBaHUA HIIK IPOTrPAMMHOIO obecIeueHILs);

— YCTAHOBKA TPOTPAMMHOTO 00ECIIEeYeHN, OCYECTRBIIOMICTO ICPeXBaT
pHbOopMaLU (uHGMOPMALIMOHHEBIX IIaKETOB), aJipecOBaHHON IpYTUM
IIOJTE30BATEILAM;

- NeCTBHSI, HalpaBleHHble Ha TONyYeHHe HECaHKIMOHMPOBaHHOIO
ZOCTYyIa K MHPOPMAIHOHHEIM PECypcaM, B MOCIEAYIOMIEM UCTIONB30BAHIH TAKOTO
JIOCTyIIa;

— VHHYTOKCHHE, MOOMQUKAIMsi IPOrpaMMHOIO obecrieyeHust WU
JAHHBIX Ge3 cormacosanus ¢ aupexropoM ITIOY «CTT» mna BlIajfenbuaMi SToro
pecypca;

= mOmBITKY noxbopa maposieil K JIEFoOBIM HH(OPMAIMOHHEIM pecypcaMm
MeTOIOM Tepebopa BceX BO3MOXKHEIX BAPHAHTOB MapoJiel, 1100 aTak Mo CII0Bapio;

= yMBIITIEHHBIE ~ OeMCTBUA 1O  CO3MAHUIO,  HMCNONB30BAHUIO M
PACTIPOCTPAHEHMIO BPEJOHOCHBIX IIpOrpaMM, B TOM HHCIE HAMPaBICHHBIX Ha
MOJyUeHHe HEeCAaHKIMOHMPOBAHHOTO JNOCTyNa K JHOOBIM UH(GOPMALMOHHEIM 1
ciyxeOHEIM pecypeaM (xax BEyTpE ITIOY «CTT» Tak 1 BHe), Tu0O Ha HapyIlIeHHe
L[ETOCTHOCTH ¥ pabOoTOCIIOCOOHOCTH ITHX CUCTEM;

= MENMCTBHS MO CKAHUPOBAHMIO JIOKATBHON CETH C LENBbIO OIPEeNIe/ICHI €€
BHYTpEHHeH CTPYKTYpBHI, CIHCKOB OTKPBITBIX IOPTOB, HANMMYMA CYIIECTBYIOMMX
CEPBUCOB U YA3BHUMOCTEH.

3.14.9. CaMOBONIBHO  U3MEHSATH  TapaMeTphl  CPEACTB  3alllUThI
nebopManuy (B TOM YHCIE U CPEACTB aHTHBUPYCHOK 3aIIUTH] ), 8 TAKXKe 3aBEPIIATh
1X paboTy ¥ (MIM) CAMOCTOSTEIBHO UX YCTaHABIMBATS.

3.14.10. CaMOCTOATENLHO paspabaTeIBaTh 170051 WCTIONB30BATh
HeperiaMeHTHpoBanHple  (0e3  paspelmeHus IUpEKTopa I[TIOY «CTT», =He
OTHOCSIIMECS. K IPOM3BOACTBEHHOMY IIPOLECCY) TpOrpamMMbl (HAmpuMep: WIPBL
IM-knuenTs, Takue kak Google Messenger, ICQ u T.IL; P2P-xnuentrl: Kazaa,
eMule u T.11.).

3.14.11. PasperaTh TOCTOPOHHUM IHIAM paboTaTh IOA CBOCH YIETHOU
sanuceio B UCITIH.
3.14.12. [lepechliaTh MepCOHANBHBIC IAHHBIE IO KaHalam CBA3H B

OTKPHITOM BHIE, B TOM 4ucie VIHTepHET, 1o TenedoHy, pakcy, 3NEKTPOHHON I0YTE
¥ T.1.. (6€3 HCIIONb30BAHMS CPECTB MNPPOBAHNL).
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3.14.13. [Tosy4aTs JOCTYT K MEPCOHAIBHBIM JAHHBIM ¢ PabOUHX MECT, He
060pYNOBaHHBIMU HEOOXOAUMBEIMH CPECTBAMMU 3aIHTHI HHbOpMaITHH.
3.14.14. CaMOBONIEHO cO3/1aBaTh COBMECTHO HCIIOJNE3YEMbIE CETEBBIE

pecypcet (TanKku obIIero AOCTyIa) Ha CBOMX KOMIIBIOTepax U dailloBEIX cepBepax,
HECAaHKUMOHHPOBAHHO YNAATE HIIU U3MEHTh PaBa JOCTYIA K HUM.

3.14.15. B clyqae BO3HUKHOBEHUS THOOBIX MEXaHMYECKUX
HEHCIIPAaBHOCTEH B OOOPYNOBAHHU OCYLIECTBIATH CAMOCTOSTENBHBIE IIONBITKA KX
YCTpaHEHUS. )

3.14.16. IIpernsTcTBOBaTh  JOMKHOCTHEIM JIMUAM TPH  IPOBEICHUH
IPOBEPOK H  CIyXKeOHBIX pacclIedOBaHUM, CBA3AHHEIX C OOECIeYeHHEM
OezomacHOCTH HHGBDOPMAIHH.

3.14.17. Y RausTh Wiy UCKaXKaTh TIPOrpamMMbl U (GaiiIEl ¢ IepCOHANBHBIME
NaHHBIMU K WHOW Ba)XKHOW HH(opManuel (Hampumep, CUCTEMHOH, HeoGXOIUMO
i Gysxuunonuposanus UCIT)Ig).

3.14.18, YMBIIIIJIEHHO UCIIONB30BATh HCAOKYMEHTHPOBAHHBIE CBOMCTBA U
OIHOKA B TIPOTPAMMHOM OGECICYeHWH WM B HACTPOMKAX CPENCTB 3allATHL
KOTOpbIE MOIYT MPUBECTH K BO3HMKHOBEHMIO BHEIUTATHOU curyamuu. O6
OOHapy»KEHUH TaKOTO poja OMUGOK — CTABUTH B U3BECTHOCTH PYKOBOLUTENS CBOETO
TNOJpasAeNCHAsT W COTPYAHWKOB, OTBETCTBEHHBIX 3a YCTAHOBKY U (WIIH)
CONIPOBOXICHHE TPOTPAMMHOrO oOfecredeHust (aIMHUHUCTPATOp 6e30MaCHOCTH
MEPCOHANPHEIX [AHHBIX B MH()OPMALMOHHBIX CHCTEMaX MEpPCOHAMBHBIX NAHHBIX
apnsercs FAY PK «IUT» (nanee - aqMusucTpatop 6e30MacHOCTH)).

3.14.19. Ilogkmouars x JIBC TTIOY «CTT» nuuHbe cpencTaa
BE[UHCIUTENBHON TEXHUKH: HOYTOYKH, KAPMaHHBIC KOMIIBIOTEPEI, CMApT(hOHEI H
T.IL, a TaK JX€ JIMYHBIC HOCHTEIM ¥ HakKoNWTend HHpopManuu. B ciydae
HeOOXOMMMOCTH TIepeHoca UHPOPMALMH C JIMYHBIX HOCHTeNel uHbOpPMaIH
oOpalaThCs K OTBETCTBEHHEIM,

IV. ITAPOJIbHAS TTOJIMTHK A

4.1. O6mue TpeGOBaHUA K NAPOJISM:

= MuHuManeHoe TpeboBaHue: OyKBEeHHO-LU(POBOL IIapOJb.
KenaTeslbHO MCIIONB30BaTh GYKBEI B BEDXHEM WIIM HIKHEM PETHCTPax, MH(PH! UIH
CreUMabHble CUMBOIEI (Harpumep: ~ ! @ #$ % & * () _-+=|\?/.,:;°1[{}

<>.HWTa.).

- MyHuMansHas JIMHA aposis: He MeHee 6 (IIECTH) CUMBOIIOB.

- MaxcumanbHbIi cpok neiicTsus napons: 90 cyTok.

= 3anpeT UCTIONB30BAHMS TPEX PAHee MCTIONB30BABIIIXCS Iapoei,

= Ilapons TIlomp3oBaTens He [ODKEH BKIIOYaTh B cels  JIETKO
BBIYMCIAICMBIE  COYETAHUSA CHMBOJIOB, OOILENIPHHSTEIE COKDAILEHMs, MMEHa,
hamunmy, NOMKHOCTH, TOX POKJIECHHS, HOMEp TAcIIopTa, Tabelb b HOMEp, UHYIO
nH(popManuio o ITons3oBatesne, JOCTYIHYIO APYTHUM JIHIAM.

-~ 3ampelaeTcss WCIONB30BATH B KAYECTBE MAPOJIAd ONHH W TOT JKe
MOBTOPSIOIIUACS CHMBOI JHOO MOBTOPSIOUIYIOCS KOMOMHALMIO W3 HECKOIBKHX



CHUMBOIIOB.

- 3ampeniaercs HUCIONB30BaTh B  KadecTBe Napold KOMOWHAIMIO
CUMBOJIOB, HabUpaeMBIX B 3aKOHOMEPHOM IIODSIOKEe Ha KIaBUaType (Hampumep:
1234567, qwerty u T.11.).

4.2, IlpaBusia HCNOJb30BAHUA NAPOJIEH:

- XpaHuTh B TalHe CBOM ITApoIb, HE COO0IMIATh €r0 APYTHM JIUIaM.

= He npenocraeisats noctyn B MICILIH npyrum IuIaM [OA CBOeH
YUYETHOMU 3aITMCHIO U [1apOJIEM.

— M3MeHATh CBOM Iapoyb TIPH MEPBOM TPeOOBaHUU IMONHMTHKM HapolIei
omnepanuonHo# cucremsl w/unn MUCII/H.

— Bo BpeMs BBOJA mapoiiell HeoOXOAUMO UCKIIOYUTE BO3MOXKHOCTE €ro0
TIOJICMATPUBAHUS TIOCTOPOHHUMHU JIMIAMH HJIM TEXHUYCCKUMH CpPeiCTBaMU
(BumeoxamMepsl U Ip. ).

- 3ampemiaercss 3alMCHIBATE CBOM IIapOIKM B OYEBHAHBIX MecCTax,
BHYTPEHHOCTH SIUMKa cTona, Ha MoHumTope APM, Ha oO0patHOH CTOpOHE
KIaBUATYpPHI U T.J.

— 3ampelaeTcsl XpaHUTh MApoJid B 3aUMCAHHOM BHIOE Ha OTJACNIBHBIX
nucTax GyMard. |

4.3. Cmena, ypanenue Jju4yHoro maposasa Jioboro lloawsosaTeist
NPOM3BOJUTCH B CJIEAYHOIIHUX CJIydasax:

— B ClIydae MOJJ03PEHUs Ha KOMIIPOMETALIMIO apois;

— 110 OKOHYaHUM CpOKa IEHCTBUS,

= B Cllydae [peKpalleHus IOMHOMOYHH (yBOJBHEHME, INEPEXOX Ha
npyryio paboty BHytpu ITIOY «CTT») Ilomp3oBarens Iocie OKOHYAHUS
nocjeaHero ceamnca paboTsl B HHOOPMAMOHHEIX CUCTEMAaxX IIEPCOHANBHBIX JaHHBIX;

— II0 YKA3aHUIO OTBETCTBEHHOI'O 32 OPTaHM3aLHI0 00pabOTKU IEPCOHAIBHEIX

JAHHBIX.

4.4.1lpu yBOJNBHEHHH, MEpPEXOne Ha HOBYIO MJOKHOCTE COTPYJHHKA,
HMEIOILIEr0 JOCTYH TIOMHMO CBOEH Y4YeTHOH 3amucM K JApyruM pecypcam
(MexceTeBbIe SKpaHbl, MAPIIPYTU3ATOPEL, CEPBEPEL, APyTHe yIeTHBIE 3allUCH U T.I1.)
TaKKe NPOU3BOIUTCS BHEIUIAHOBAS CMEHA [TapOJIEH K TAKUM pecypcam.

V. [IPUMEHEHWE JIMYHBIX NIEHTUOUKATOPOB B
MHOOPMAILIMOHHOU CUCTEME ITEPCOHAJIBHBLIX JAHHBIX

5. 1IpuBssky ujaeHTH(HKATOpa K IOJB30BaTemo  (YYETHOM  3amucH)
BBITIOJTHSIET 8JMUAHUCTPATOPOM OE30I1aCHOCTH.

5.1.TlonezoBatemu  MCIIJIH  mONydYaroT  CBOM  HAGHTHQHKATOD ¥
aIMHUHHCTpaTOpa 0€30MacHOCTH.

5.2. Tons3osarens UCITIH 00s3aH XpaHWTh CBOM TWUHBIN UISHTU(QUKATOD B
HEJOCTYIHBIX Ul APYTUX COTPYAHUKOB XPaHMIHINAX.

5.3. IlompsoBaremo MCIIJ[a 3amperaercss IepefjaBaTh CBOM  JIMYHELH
UIeHTUDUKATOP.



7

5.4.B cmyyae yTepH JIMYHOTO uAeHTUQuKaTopa, moas3osarens WCITIa
AOJGKEH HEMEIUIEHHO IOIOXKHUTE 00 3TOM IMPEKTOPY Ge30MacHOCTH HHMOPMALIHH.

5.5.B cnyyae mpexpalieHHs HOMHOMOYHI YYETHOM 3aMuCH ITIONb30BATENS
UCIIH (yBonbHeHMe, Iepexon Ha OpPYryko paboTy, B nOpyroii oThen WM
TIOMCIIEHKE, & TaKkXKe Apyrue OOCTOSTEeNBCTBA) YYETHAs 2aIliCh IIOJDKHA OBITH
yHaneHa, a e€ uASHTUYHUKATOP AOIDKeH GBITH COAH aAMUHUCTPATOPY GEe30MacHoCTH
uHpopmanmu/mupextopy I'TIOY «CTT» mocie OKOHYAHMUS MOCJIEAHETO CceaHca
paboTel maHHOTO HOJB30BaTens B ICIT/h. '

5.6.B ciydae KOMIpOMETalMW WIH YTEPH JHIHOTO UAEeHTUUKaTOPA
IIOJIE30BATENIA  aAMUHHMCTPATOp O€30macHOCTH  JOKEH OBITH  HEMEIUIEHHO
TIpEAIPUHATEL MEPBI B COOTBETCTBHH C 1. 5.7 HacTosued MucTpykumm.

5.7. KoMucCHsI COBMECTHO ¢ afMHHHCTPATOPOM GE30MaCHOCTH uHGOPMAITIN
AIOJKHA  TIPOBECTH  CIY)KeOHOS paccleNoBaHHe JUIS  BBIACHEHHA —IPHUYHH
KOMIIPOMETALNH  HIACHTH(GUKATOpA C  UENbI0  BRIPAGOTKM  HOBBIX MK
COBEPIICHCTBOBAHUS TNPUHATBIX TEXHWYECKMX U OPraHU3aIUOHHEIX Mep II0
YCTPaHEHHIO TaKOW yrpo3el B OyAyIleM, a TakiKe BEISCHEHHIO BETUUHUHEI yiepba,
KOTOPEIA MOXKET OBITh HAHECCH COGCTBEHHUKY MH(BOPMALMOHHEIX PECyYpCoB.

VI. AHTUBHUPYCHAS 3AILIUTA

6.1. B ciyuae oTCYTCTBHS UITATHBIX (YHKIAH AHTHUBHPYCHOH NPOTPaMMEL,
[peIyCMaTPUBAIOIIMX aBTOMATHYECKYIO IIPOBEPKY Gaiinos, [Tons3oBaTens 061334
OCYIIECTBIISITH MPOBEPKY (DANIIOB MOTYIaEMBIX:

— TIIO 3JICKTPOHHO MOYTE;

— 4epes ceTb MHuTepHeT;

— Ha MarHUTHOM, ONTHYECKOM JUCKe, (IIel—HaKOTUTENE;
— HHOM CBEMHOM HOCHTEJIe HHOOPMAIHH;

— TIOJy4€HHEIE HHEIM CIIOCOOOM.

6.2. Ilepen OTKpEITHEM BIOXeHHS (CCHUIOK) YBeamThCS B TOM, YTO
OTIPaBUTEIIb NEHCTBUTENIHHO OCTIA BaM 3TOT (aiill, Jaxe eciii OH U JOIDKEH GbLI
9T0 cnenate. IlossoHuTe emy camu. He pmoepsiiTe wmenu OTIIPABUTENS U
YKa3aHHBIM B TEKCTE NHCbMa HOMEpaM TeNe(OHOB, a Tak)Ke JIUIAM, IO3BOHUBIIIAM
BaM CaMOCTOATEIIBHO ¢ IPOCEOOH OTKPEITE (haliibl ¥ MPOHTH MO CCBUTKAM.

6.3. Iloab30BaTe/0 3aNpenaercs:

6.3.1. OCymecTBIATS  INeHCTBUSA,  HANpaBICHHBIE  HA  BRIKIIOUCHHE
aHTUBUPYCHON NPOTPaMMEL.

6.3.2. CaMOCTOSTENBHO YCTaHABINBATE HA APM MIPOrpaMMHOE 0becTieueHue,

6.3.3. 3amyckars (aiiibl, HOTyIeHHbIE TIO CETAM CBI3H (2MeKTpOHHOM ToYTE,
VIHTEpHET), CO ChEMHBIX HOCHTENeH, Jake €CITM OHH TIOJyHYeHEI IIPOBEPEHHOTO
azpecara, 0e3 NpeBapUTENbHON UX IPOBEPKH AHTUBHPYCHOH ITPOrpaMMoii.

6.3.4. Ilpy BO3HUKHOBEHUY TOJO3PEHUS Ha HAIUYIHE KOMITEIOTEpHOTO BHpyCa
(HeTHIMYHAs paboTa IporpaMM, MOSBICHHE TPADHIECKAX H 3BYKOBEIX 3()(heKToB,
VCK&)KEHUH JAaHHBIX, IponajaHue ¢ailloB, 4YacToe IIOSBIEHWE COOGMIEHHH O
CHUCTEMHBIX OIIMOKax ¥ T.I.) Ilonb30BaTENs CaMOCTOSTENBHO MM — BMECTE C
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OTBETCTBEHHBIM MOJDKEH TIPOBECTH BHEOHUEPETHOH aHTHBUPYCHEIH KOHTPOIL CBOCIO
pabouero mMecra.

6.3.5.B cny4ae oOHapyXeHMsS IMPH IIPOBEACHHH AHTHBUPYCHOU INPOBEPKHU
BHPYCHOTO 3apaxenst [Tonb30BaTesn 00s3aHbL:

= MPHOCTaHOBUTE PaboTy;

- HeMeJIeHHO [OCTABUTh B M3BECTHOCTH O (akTe OOHAPYXEHUS
BUPYCHOT'O 3apayKeHUsI OTBETCTBEHHOMY,

— COBMECTHO C BI4JelbIeM 3apAKEHHBIX BHPYCOM (ailjioB IPOBECTH
apanyu3 HeoOXOMUMOCTH JATBHEHIIEr0 UX UCTIONIb30BAHIA;

= IPOBECTH JiedeHNE WK yHHITOKCHHE 3apPOKEHHBIX (haiinos.

VIL TIOPSIIOK PABOTBI B UCITIH Y CETU UHTEPHET

7.1. Tlonxarouesue k UCIIJAH u ceru MaTepHeT

7.2. Llensio pa6otsr Tomszosatens B ICTIIn u cetn VIHTEpHET ABIISTCA
c6op, obpaboTKa, XpaHeHWe IIEePCOHANbHBIX MaHHBIX, 0obMeH 3JIEKTPOHHBIMM
COODIEHUAMM B CIY)XEOHBIX IIENIAX.

7.2.1. Joctyn x UCII/IH 1 cetn MHTepHET NPEAOCTABASIETCS [Tomp30BaTEIAM
TONBKO B TOM Cilydae, €Cld 5T0 He MPOTHBOPEUAT TPeOOBAHMAM HACTOSIIEN
VHCTpYKUMM U WHBIMM HOPMATHBHBIMH JIOKyMEHTaMH B 00JacTH 3allUTHI
UHpOpMAaLIK.

7.2.2. Noctyn moms3osatenst K VICIIJIH s 0OpaGOTKM IEPCOHANBHBIX
NAHHBIX HPOM3BOJAKUTCS TOIBKO C paGouMx MeCT, Ha KOTOPBIX YCTAHOBJICHBI
CpeZICTBa 3allUThL MHpOpMAaIH.

7.2.3. OcHoBaHHeM i momkoueHus cotpyauuka ITIOY «CTT» HCIIIa
M cerd VIHTEpHET SBISIETCS MOTHBUPOBAHHAS 3agBKa OTBETCTBCHHOMY 34
OpraHu3anuo  O6paGOTKH  MEPCOHAIBHBIX  MAHHBIX  OT  HEINOCPeACTBEHHOTO
pykoBomuTens IlompsoBarelsd C yKa3aHdeM I[OJHOMOYHMH JNOCTYDa K TakiM
pecypcaM U CepBHUCaM.

7.2.4. OTBEeTCTBEHHEIH 3a opragu3anuio o6paboTKu MepCoHalbHBIX NaHHbIX,
60 COTPYIHMK, BHINONHSIOMHUK €ro (YHKIMH, OPTaHU3yeT NOAKIIOUCHHE K
VUCTIOn wunu ceru Mareprer Ilomp3oBaresiell B YCTAHOBICHHOM  IOPANKE,
OCYIIECTBISET KOHTPONb HaJl HCIONB30BAHUEM JAHHBIX PECYPCOB 1 CEPBUCOB.

7.2.5.ocne Bemonuenus 3amadus OTBETCTBEHHBIM 32 OpPraHU3AMHMIO
06paboTKY HEPCOHANTBHBIX JAHHBIX COO0LIACT MOIE30BATENIO BEIIIOTHCHUM 3a7BKH.

7.2.6. OcHoBamueM juisi oTkmodeHus monbsosatens ot MCIIIE u cetu
VIHTepHET SBISIOTCS CIeLYIOMIe COOBITHS:

— HapyIlleHue WHCTPYKIHMH M MHBIX JIOKAJBHEIX HOPMATHBHBIX aKTOB B
ob6macty 3amutel nadopMarmu I TIOY «CTTy;

- yBONpHEHHE llomp3oBaTens, JuOO TIEpeBOA  €T0 B JPYToe
I0Ipa3aeieHue.

7.3. Tlopsaox paGoTsl B ceTn UHTepHeT

7.3.1. Ucnonssosanue corpynpukamu I TIOY «CTT» cetu ViHTepHET NODKHO
OCYIIECTBIIATECS UCKIIOUMTENBHO [UIsl BEITIOJTHEHHA TOJDKHOCTHBIX 00A3aHHOCTEH.
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7.3.2. Mindopmanns, obpasopannas (ofpasyrolnasics) B mpolecce TPyIOBOM
nestensHocTH padotHuka [TIOY «CTTy» aeasgercs coberBernOCThO [ TIOY «CTTY
¥ HE TIOMJIEXKHUT HCIOIB30BAHUIO (B TOM 4MCIE HCIIOIB30BAHHIO B ceTH MHTepHeT
WJIK ¢ IOMOMIEIO ceTH MIHTEPHET) B TUYHBIX IeNsX U (WIIM) B KOPBICTHBEIX HHTEpecax
ApYTUX JHL (OpraHu3anmi).

7.3.3.1Ipn NpOBeNEHHH TEXHWYCCKHX palOT, CBI3aHHBIX C HACTPOMKOMH
o0opynoBaHus (KOMMYHHUKAITHOHHOE o0opynoBaHueE, IIPOKCU-CEPBEpA,
MapIIPyTU3aTOPEI " T.IL); B ciIyJae OoOHapyXeHuUs ITOTBITOK
HECAaHKLMOHUPOBAHHOTO Joctyna K MutepHeT-nuozy, APM Ilons3osareneit
MOKET ITPOBOIAMTECA BpeMEHHOe OTKinoueHue Ilomp3oBaTesieii or cepBHCOB ceTH
WutepHer (B ciydae MIaHOBOTO OTKIFOYEHHs 1lONB30BATENH YBELOMIIOTCS 06
3TOM 3a0J1arOBpPEeMEHHO).

7.3.4. Bes mH(OpManus o pecypcax, IOcellaeMbiX coTpyaHukamu [TIOY
«CTT», mpoTokonupyercst u, TPH HEOOGXOOUMOCTH, MOXET GBITH HPEIOCTABICHA
PYKOBOUTENAM TIOApPA3NeIeHud, a Tak ke pykosoactBy ITIOY «CTT» mis
ACTANBHOTO M3YYCHUS U [PUHATHA PpEUIEHHs O Mepax AHCLMILIMHAPHOH
OTBETCTBEHHOCTHU. :

7.3.5. Ilpu pabore B cetu MuTeprer [{op30BaTeNM 3aIPEIAeTCs !

= YMBIIIIIEHHOE PACIpOCTpaHeHHe U MOyYeHHe MaTepHallOB B/HU3 CETU
WntepreT, npoTuBOpevaInmux 3aKOHONaTensCcTBY Poccuiickot ®denepaiyin, B ToM
HUCIIC MATEPHAJIOB, IPOIAraHIUPYIONIAX HACKINE HIH SKCTPEMH3M; PA3KUTAFOLIIIX
PacoByI0, HAIMOHAJIBHYIO WM DPEIUTHO3HYIO BPaXKAY; Pa3bACHSAIONINX IOPSIOK
M3TOTOBJICHNS W/ UK TIPUMEHEHHNS HADKOTHKOB, B3PBIBYATBIX BEIECTB, OPYXKHS U T.
II.; MaTepHalioB MOPHOrPapUYECKOTO XapaKTepa; KOMIBIOTEPHBIX BHPYCOB H
IOpyTuX BPEIOHOCHBIX MTPOTPaMM;

=~ nepefaeate B ceTh VHTepHer MHGbOpMAaIMiO, K KOTOpOH B
COOTBETCTBHH C 3aKOHOJATEIBCTBOM OIPAHUYEH NOCTYN (TIePCOHAILHBIE NAaHHEIE,
crnyxebHas HHGOPMAHsT) Ge3 COOTBETCTBYIONIETO PA3PEIICHHS

= danscnduumposars  IP-ampec, MAC-anpec, uHBIE  ampeca,
UCTIONB3YEMBIE B CETEBBIX MPOTOKONAX, & TaKKe MPOUYI0 HH(GOPMAIHIO IIPHU
niepenade JaHHBIX Yepes ceThb MuTepHer. _

= IIPEAOCTABIIATE NOCTYN B ceTh MHTepHET co cBoell pabouell cradiuu
KOMy-ib0, B TOM 4YHCITE HPOrpaMMHO-TEXHWYECKUMU CIOcOGaMu  Hepes
JoKalmbHYt0  BRIMUCHHTENBHYIO ceth [TIOY «CTT» (manpumep: myrem
HECAaHKIIMOHUPOBAHHOU YCTaHOBKM JIOKanbHOTO MHTepHeT-mu03a Ha pabouee
MeCTO);

= II0JIy4aTh JMOCTYIl K ceTH MHTepHeT moOBIMEH —crocofaMu, He
[PENYyCMOTPEHHEIMU JISHCTBYHOIMMHU JIOKaNEHBIMU ToKyMeHTaMu (MHCTpyKLIUSIMH,
[Ipasunamu, Pernmamenramu [TIOY «CTT»);

- OCYWIECTBILAITh HECAHKUHMOHUPOBAHHBIM HOCTYI K pecypcaM W
cepBucam ceTd MuTepHer.

— BBINONHATE OekcTBU (B3noM, DoS (otkaz B o6cnyxusanum), ARP-
spoofing aTaku, CKaHUPOBAHHE JIOKAJIBHON BBIMUCIUTENBHON CETH) HAIPABICHHBIE
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Ha HapylIeHUE GYHKIIMOHUPOBAHHUS DIEMEHTOB ceTu WNurepuer
(KOMMYHHKALIUOHHOTO obopynoBaHud, CepBEpOB, pabounx CTaHIUH,
IIPOrpaMMHOT0 obecredeHus).

7.4. Tpasuna padotsl [loab3oBaTeneil ¢ 31eKTPOHHON NOYTOH:

7.4.1. [Tonp3oBarenu 0Os3aHBEl HCIOJNB30BATH JICKTPOHHYIO IIOYTY TOJIBKO
JIJIST BBITIOJIHEHUS CITyKeOHBIX 0053aHHOCTEN.

7.4.2. 3ampemaercss OTHPABIATH  (aiibl, COAEPIKAIIME NEPCOHATBHBIC
JAHHEIE B OTKPHITOM BHjle (He 3alU(ppOBaHHEIE).

7.4.3. 3anpermmaeTcs MaccoBas PacChUIKa IOYTOBBIX coobmenuii (Gonee 100)
BHEIIHUM ajipecaTaM 6€3 COrIacoBaHus ¢ PyKOBOJICTBOM (Crama).

7.4.4. 3ampemaeTess UCTIONB30BATh He CBOW OOpATHBIA aJpec NP OTIPaBKe
BIEKTPOHHOH ITOYTEL

7.4.5. 3ampemiaeTcs OTIPABIATH IO OJIEKTPOHHOU MOYTE MCIOIHICMBIC
baiiner (OBBIMHO MMEIOT pacIIEpeHms exe, com, bat, js, vbs u T.aL). B ciydae
HEOOXOMUMOCTH OTIIPABKH Takux (ainoB, MOMEIaTh UX B apXUB M yCTaHOBUTH
I1apoJib.

7.4.6. IIpucoeuaseMble (Qaiabl peKOMEHIyeTcs YIaKOBBIBATE B apXyB MPHU
IIOMOIIH IPOTPaMM-apXHUBATOPOB.

7.4.7. KopmopaTuBHEIE PEKOMEHIAINH HCTIOIB30BAHIS SIeKTPOHHOM IIOYTHL!

— BEI TODKHEI OKA3BIBATE TO XK€ YBOKEHHME, YTO ¥ TIPU YCTHOM OOILEHHH.

= BEl JOJDKHEL TIPOBEPSATH IIPAaBONMCAHME, IPAMMATMKY H IBaX[BI
IIEPEYNTHIBATE CBOE COODIIEHHUE IIepel OTIPABICHUEM.

— BEI He JODKHEI YUACTBOBATE B PACCHUIKE IIOCIAHNUHN, MEPECHUTACMBIX TI0
IeToUKe (Jale BCEro 3TO MHChbMa PEIMIMO3HO-MHCTHYECKOIO, Pa3BIeKaTENEHOTO
COZIEPIKAHMS).

= Bel He [MOKHBL 1O cOOCTBEHHOM WHMIMATHBE TIEpeChUIATh IIO
IIPOU3BOJIBLHBIM aJ[pecaM He3aTpeOOBaAHHYIO HH(OPMALHUIO. _

- BEl He JOKHBEI pAacChUIaTh COOOILEHMS, KOTOPHIE ABIAIOTCA
3NOBPENHBIME,  Pa3fpaKAlOMFMU WM COACPKAIMMMH  YIpo3bl  IPYTHM
IIOTTE30BATEISM.

- BEl He JOJDKHBEI OTIPABJIATE HUKAKAX COOOIIEHUH NMPOTHBO3AKOHHOIO
WIIH HEDTHYHOTO COIEPKaHU.

— Byl [OJKHEI IIOMHMTB, 9YTO OJJIEKTPOHHOE TIIOCIaHHe SBILIETCH
SKBUBAJICHTOM MIOYTOBOM OTKPBITKHA M HE JOJDKHO MCIIONB30BATHCS AJIS NMEPECHITKH
NIepCOHABHBIX JAHHBIX 6€3 MCIONb30BaHNs CPEICTB 3AIUTH (IUHpOBAHHE).

- Byl HE [OOJKHBEL HCIOIL30BATH IMHAPOKOBEIIATEIBHBIC BO3MOXHOCTH
3MEKTPOHHOM OYTH 32 HCKITIOUEHHEM BEIIIyCKa YMECTHBIX O0BSBICHHH.

— BBl HE JOJKHEI MCIIONB30BAaTh KOPHIOPATMBHYIO SJIEKTPOHHYIO IIOYTY
LIS TOCITAaHUHM JIMUHOTO Xapakrepa.

= BBl DOMXHE HEYKOCHHTENBEHO COOIMIOAATh TPABUNa W HHCTPYKLIMH U
[IOMOTATh PYKOBOJCTBY YHUPEXKACHUA O0POTHCS ¢ HAPYIIUTEIIMH IPABAIL.
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VIIL TIOPSIJTOK PABOTBI CO CBEMHBIMU HOCUTEJISIMA
MHOOPMALIUU

8.1. Ilox ucnionp3oBanueM Hocutenel uadopmarnmu 8 UCIIu ITIOV «CTT»
MoHUMaeTCs UX noaxmovenue k undpacrpykrype UCIIAH ¢ nenso o6paboTky,
npueMa/mepenady  MHPOPMAIMH MeXAy HHGOPMAIMOHHBIME CHCTEMAMH M1
HOCHUTEJIAMU UH(DOPMAIHH.

8.2, JlomyckaeTcsi ~ HCIIONB30BAHHME  TONBKO  YYTEHHBIX  HOCHTENel
MH(QOPMALUH, KOTOPEIE ABNSIOTCA coberBerHoCTh0 [TIOY «CTTY» 1 moaBepraiores
PETYJISIPHON PEBU3UU U KOHTPOIIO.

8.3. YuerT u BRIZIa4y CHeMHEIX HOCHTeNeH MHEQOPMAIHH OCYLIECTBIIIET JIHLIO,
OTBETCTBEHHOE 33 OpPraHM3alUo 00paloTKM MePCOHANBHBIX HAHHBIX. DAaKT BEIAaYU
HOCHTEIISL (QPUKCUPYETCS B JKypHAJIe ydeTa MAIUMHHEIX HOCHTEIeH HHPOPMAIIHT.

8.4. Ect noctyn x MCIIJIH NpOM3BOAUTCS TPH IOMOIIH MEPCOHATBHEIX
unenTudukaropos (eToken, Rutoken, np.), To daxT moIydeHUs u CHAYN JAHHBIX
UICHTHQUKATOPOB 00A3aTeNBHO (DUKCUPYETCS OTBETCTBEHHBIM 34 OPraHM3ALHIO
06paboTKM NEPCOHATEHBIX AAHHBIX, B COOTBETCTBYIOMHX KypHAIAX.

8.5. BOSMOKHOCTE IOIKIIOWCHWsS. HOCHTeNed HHQOPMALME, & TaKKe
TIOJyIeHNE YITCHHBIX HOCHTENIEH MH(OPMAIUH MPenoCcTaBiIsiioTes I10Ib30BaTeIIM
10 HHAHATHBE PYKOBOAUTENEH CTPYKTYPHBIX NOpa3ielleHuii B CllydasX:

— HEOOXONUMMOCTH BBIIIOJIHEHNS BHOBb NPUHATHIM PAGOTHUKOM CBOMX
JIOJDKHOCTHEIX 00s3aHHOCTEH;

e BO3HUKHOBeHHS y [lonk30BaTens ciry:xeGHON HEOOXOMUMOCTH.

8.6. Ilpu ncrons30BaHmy HOcHTeNEH HHGOPMALUKA HEOGXOMIMO:

= UCTIONB30BATh  HOCHTEIH  HHOOPMAIMH  UCKIIOUHUTENBLHO  JUIS
BBITIOJTHEHUSI CBOUX CITYKeOHBIX 06ﬂ3aHHopTeI‘fI;

- GepeKHO OTHOCUTCSI K HOCHTESAM NEPCOHAIBHEIX TaHHBIX.

- obecrieunBaTh (Gu3NIECKyI0 Ge30IacHOCTs HocuTenelt HHbOpMAIHK
BCEMH PasyMHBIMU CITOCO0AMU;

= U3BEIIaTh OTBETCTBEHHOMY  3a  OPraHH3alHio obpaboTku
IIEPCOHANIBHBIX JAHHBIX O (aKTax yTpaTsl (KpaXku) HOCHTeNeH HH(POPMAIIHHL.

8.7. Ilpu HCTIOMB30BaHMN HOCHTE IEH MepPCOHATBHBIX TAHHEBIX 3allpeIeHO:

- UCTIONB30BATh HOCUTENH [IEPCOHANIBHBIX JIAHHBIX B IMYHEIX 1[EJIIX;

- Iepe/laBaTh HOCUTENM MEPCOHANBHEIX MAAHHBIX JAPYTHM JdiaM (3a
HCKIIOYEHHEM aIMUHUCTpaToOpa 6€30acHOCTH);

= XPaHUTh ChEMHBIE HOCUTENN ¢ NEPCOHANBHBIMU JIaHHEIMH Ha pabovnx
CToNax, KOO OCTABNATEL HX 03 PHCMOTpa WM TEpelaBaTh Ha XpaHEHHe IpyTHM
JIUIIaM;

~ BBIHOCUTH CBEMHBIE HOCHTENU C TEPCOHATBHLIMM JAHHBIMH U3
CITY)KeOHBIX OMELIECHMH IU1st paGOTHl ¢ HUMH Ha JOMY H T. .

8.8. Jltoboe B3ammonelictere (o6paGoTka, Hpuem/mepemada uHBOPMAIIHY)
uHHIMUpoBanHoe [lonp3oBaTeneM Mexny WHGOOPMALMOHHON —CHCTEMOM H
HEYYTeHHBIMH (JIMYHBIMH) HOCHMTEJSIMH HMH(QOPMAlLMH, pPacCMaTpUBAeTCS Kak



12

HeCaHKIIMOHUpPOBaHHOE (32  MCKIIOYEHHWEeM  CllydaeB  OTOBOPCHHBIX  C
aIMUHECTpaTopoM GesomacHocTd 3apasee). OTBETCTBEHHBIM 33 OPraHH3aLiEo
06paGOTKH MEPCOHANBHBIX JAaHHBIX ¢ NPHUBIEYEHHEM TIOMOLIM (eciu He00X0IMO)
corpymauxos I'AY PK «IUT» Ha ocuopaunu COIMANICHAS OCTABISACT 32 coboit
[IPaBO GIOKUPOBATE MM OrPAHHYHMBATE HCIIONE30BAHHUE HOCHTENEH uHbopMaIuy.

8.9. Undopmanust 06 wmcmomb3oBanuu  Ilomb3oBarensaMu HOCHUTENEH
yHbopManud B MH(QOPMALMOHHBIX CHCTeMax NPOTOKONMPYETCs U, IIpH
HeOOXOMMMOCTH, MOXET OBITh MpefocTaBieHa PYKOBOJUTENAM CTPYKTYPHBIX
mofpasenenuii, a tarke aupexropy ITIOY «CTT».

8.10. B cmyuae BeLIBIEHHS (DAKTOB  HECAHKIMOHMPOBAHHOTO W/Anu
HEIIeIeBOTO WCTIONB30BaHUY HocuTenel MHMOPMAlNA HHUIMUPYETCS CiyxedHas
ITpOBEPKA, IPOBOJIMMAs KOMUCCHEH, COCTAB KOTOPOH ONPEETAETCS OTBETCTBCHHEIM
3a OpraHW3anuio 0OpabOTKM I[epCOHANBHBIX NaHHbIX. [Io (aKTy BBIICHEHHBIX
OBOCTOSTENBCTB COCTABISIETCS AaKT pacciefoBaHUs WHUUICHTA H IIEpEeHacTcs
PYKOBOIUTENIO CTPYKTYPHOTO IIOApasfiefleHus I IPHHATHA MEp COITIACHO
JTOKaNpHBIM  HopmartuBHbIM  akTam  ITIOVY «CTT» w®  NmeUCTBYIOLIEMY
3aKOHOIATeNECTBY PD.

8.11. IIpu oTmpaBKe WIM Iepejade NMepCOHANBHBIX JaHHBIX afpecaraM Ha
CheMHBIC HOCUTEIH 3alIMCHLIBAIOTCS TOMBKO IIpeIHa3HAYCHHBIE aJpecaTaM JaHHbIC.

8.12. BEIHOC  CBEMHBIX  HOCHTENEeH  IMEePCOHABHBIX — JAaHHBIX I
HETOCPEAICTBEHHON Tepeadr ajpecary OCYIIECTBIAETCA TOINBKO C IMHCbMEHHOIO
paspenIeHns pyKOBOAUTEIS CTPYKTYPHOTO IIOAPA3AETICHUSL.

8.13. CheMHBIE HOCHTENH IEpPCOHANBHBIX  JAHHBIX, [PUIICAIIHAC B
HEeroJHOCTh, MM OTCIIYKMBIIME YCTAaHOBIEHHBIM CPOK, NMOJNIEHKAT YHUITOXKCHHUIO.
VHUUTOKEHNEe CHeMHBIX HOCHTeNeH ¢ IepCOHAIBHEIMA JAHHBIMUA OCYHICCTBIACTCS
KOMHUCCHEH, COCTaB KOTOPOM ONpeneniercs OTBETCTBEHHBIM 3a OPraHU3allfio
06paboTKK TIepCOHANBHBIX IaHHEIX. [lo pesynpTaTaM YHHYTOXKCHUS HocuTenei
COCTABIAETCH aKT. '

8.14. B ciyyae yBosbHEHUS WK IepeBoja pabOTHHKE B IPYroe CTPYKTYpHO®
ToApasfieNeHre, IPeJOCTaBIeH bIE HOCUTENN IEePCOHANBHBIX JAHHBIX H3BIMATCA
J1 JIeAI0TCs COOTBETCTBYIONIYE TIOMETKHI B XKypHAaNe yueTa MaIIMHHBIX HOCHTENEH.

IX. ITPABA TTOJIb3OBATEJA

9.1. Mcnonezosatse ACIIu T'TIOY «CTT» i BEIMOTHEHUSA AOJDKHOCTHBIX
obsg3anHoCTEN.

9.2. OGpamatbcs K  OTBETCTBEHHOMY 3@  OpraHM3alldio 06paboTku
TMIePCOHANBHBIX ~ JAaHHBIX JUIL KOHCYJIBTAllWi IO TOBOAY  HCIOJB30BAHMA
nporpaMMHOro ofecreuenns u APM, Bompocam 00paboTKH TEepCOHAIBHBIX
JIAaHHBIX.

0.3, HampaBnsgTh  OpeIOXKEHHS IO  YCTAHOBKE  HOBBIX BEepCUA
CYIIECTBYIONIETO MPOrPaMMHOr0 obeciedenus (¢ 0bOCHOBaHUEM HEOOXOUMOCTH
3aMeHEI CTaphIX BepCUil Ha HOBBIE).

9.5. Hampapnsath NpeMJIOKEHWS II0  yCTAHOBKE HOBOrO (a  Takike
NOMOJNHUTEILHOTO) — IporpaMmHOro  obecreueHus (€ yKasaHUeM  LEJH
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HCTIOIE30BaHHS, IPEUMYINECTE TEPE] CYILECTBYIOIUMY aHanoramu).

9.6. HanpaBists npenioskenus mo Mozepau3anuu APM (3aMeHEl Ha HOBbIE
aHAJIOTH), C O0A3ATENBHEIM OGOCHOBAHHEM 3aMEHBI U YKa3aHHeM MpPEeUMYIECTB
NEPeN CYIIECTBYIOITAMHU AHATIOTaMH.

9.7. Tlomy4aTs KOHCYNBTAIIMY U Pa3biCHEHHUS TIO HOPMaTHUBHEIM JOKYMEHTAM,
PETTIAMEHTHPYIOIIUM PaboTy ¢ IEePCOHANBHBIMYU JaHHBIMK B I'TIOY «CTT.

X. OTBETCTBEHHOCTE

10. Ilonr3oBarens Hecer IIEPCOHATIEHYIO OTBETCTBEHHOCTh 34 CBOH MEHCTBHS
U Oe3[eHCTBHE, KOTOPEIE MOIYT TOBIEYS 33 coGoil pasryalieHue NepCoHaIbHbIX
AGHHBIX, & TAKKE 38 HAPYITCHUE HOPMATEHOTO ()yHKIMOHHPOBAHHUS NCTIa nin ux
OTACIBHBIX KOMITOHEHTOB, HECAaHKUMOHHPOBAHHBIYH HOCTYH K uHbOpMAIU B
COOTBETCTBHE C 3aKOHOMATENbCTBOM Poccuiickoit demepaiiy M TOKaTBHBIMY
HOPMaTUBHBIMH akTamMu [ TIOY «CTT».



